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T. Himanshu and S. Watanabe, Information-theoretic Cryptography. Cambridge University Press, 2023.
S. Douglas R, Cryptography: theory and practice. Chapman and Hall/CRC, 2018
J. Seberry and J. Pieprzyk, Cryptography: An Introduction to Computer Security, Prentice-Hall, 1992.
B. Schneier, Applied Cryptography: Protocols, Algorithms and Source Code in C, John-Wiley & Sons Inc.,
20th Anniversary Edition, 2015.
C. H. Meyer and S. M. Metyas, Cryptography: A New Dimension in Computer Data Security, John-Wiley
& Sons Inc., 1982.
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W. Stallings, Cryptography and Network Security: Principles and Practice, Global edition, Pearson, 2022.
M. Stamp, Information Security: Principles and Practice, 3rd edition, John Wiley and Sons, 2021.
W. Stallings, Network Security Essentials: Applications and Standards, 6th edition, Prentice Hall, 2017.
M. Ciampa, Security+ Guide to Network Security Fundamentals, Cengage Learning, 2015.
S. McClure, J. Scambray and G. Kurtz, Hacking Exposed 7: Network Security Secrets & Solutions, 7th
edition, 2012.
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1. M. Payer, Software Security: Principles, Policies, and Protection (SS3P)-
https://nebelwelt.net/SS3P/softsec.pdf

2. R.J Anderson, Security Engineering: A Guide to Building Dependable Distributed Systems 3rd Edition
2020, ISBN-13: 978-0470068526 (https://www.cl.cam.ac.uk/~rjal4/book.html)

3. P. Oorschot, Computer Security and the Internet: Tools and Jewels 2020, ISBN-13: 978-0134085043

(https://people.scs.carleton.ca/~paulv/toolsjewels.html)

K. Kaspersky, Hacker Disassembling Uncovered, 2nd Edition, ISBN 978-1931769648

5. A. Hoffman, Web Application Security: Exploitation and Countermeasures for Modern Web
Applications 2020, O'Reilly Media
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M Ibrahim, Securing Excellence: A Guide to ISO 27001:2022 Information Security Standards: A
Leader's Roadmap to Success with Simplified ISO 27001 and Information Security Management System
Requirements, Kindle Edition, 2023

M. E. Whitman and H. J. Mattord, Management of Information Security, Cengage Learning, 6" ed.,
2018.

ISO/IEC 27000, information security management systems - overview and vocabulary

ISO/IEC 27001, information security management systems — Requirements

ISO/IEC 27002, good practice for information security controls

ISO/IEC 27003, guidance for implementing an ISMS based on ISO 27001

ISO/IEC 27004, information security management — measurement

ISO/IEC 27005, information security risk management

ISO/IEC 27031, guidelines for information and communication technology (ICT) readiness for Business
Continuity
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Carnegie Mellon University. 2016.
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